
 

 

 

The Gateway Primary Academy 

AI Policy 

2025 – 2027 

Written by: Mr Cassem alongside all class teachers 

Aims and scope 

Here at The Gateway Primary Academy we understand the valuable potential that artificial intelligence (AI), 

including generative AI, holds for schools. For example, it can be used to enhance pedagogical methods, 

customise learning experiences and progress educational innovation. 

We are also aware of the risks posed by AI, including data protection breaches, copyright issues, ethical 

complications, safeguarding and compliance with wider legal obligations.  

Therefore, the aim of this policy is to establish guidelines for the ethical, secure and responsible use of AI 

technologies across our whole school community.  

This policy covers the use of AI tools by school staff, governors and pupils. This includes generative chatbots 

such as ChatGPT (please note, this list is not exhaustive). 

This policy aims to: 

• Support the use of AI to enhance teaching and learning 

• Support staff to explore AI solutions to improve efficiency and reduce workload 

• Prepare staff, governors and pupils for a future in which AI technology will be an integral part 

• Promote equity in education by using AI to address learning gaps and provide personalised support  

• Ensure that AI technologies are used ethically and responsibly by all staff, governors and pupils 

• Protect the privacy and personal data of staff, governors and pupils in compliance with the UK GDPR 

1.1 Definitions 

This policy refers to both ‘open’ and ‘closed’ generative AI tools. These are defined as follows: 

 Open generative AI tools are accessible and modifiable by anyone. They may store, share or learn from 

the information entered into them, including personal or sensitive information 

 Closed generative AI tools are generally more secure, as external parties cannot access the data you 

input 

2. Legislation 

This policy reflects good practice guidelines/recommendations in the following publications: 

 AI regulation white paper, published by the Department for Science, Innovation and Technology, and the 

Office for Artificial Intelligence 

 Generative artificial intelligence (AI) and data protection in schools, published by the Department for 

Education (DfE) 

This policy also meets the requirements of the:  

https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach/white-paper
https://www.gov.uk/guidance/data-protection-in-schools/generative-artificial-intelligence-ai-and-data-protection-in-schools


 

 

 

 UK General Data Protection Regulation (UK GDPR) – the EU GDPR was incorporated into UK legislation, 

with some amendments, by The Data Protection, Privacy and Electronic Communications (Amendments 

etc) (EU Exit) Regulations 2020 

 Data Protection Act 2018 (DPA 2018) 

 

3. Regulatory principles 

We follow the 5 principles set out in the AI regulation white paper. 

REGULATORY PRINCIPLE WE WILL … 

Safety, security and robustness • Ensure that AI solutions are secure and safe 

for users and protect users’ data 

• Ensure we can identify and rectify bias or 

error 

• Anticipate threats such as hacking  

Appropriate transparency and explainability • Be transparent about our use of AI, and 

make sure we understand the suggestions it 

makes 

Fairness • Only use AI solutions that are ethically 

appropriate, equitable and free from 

prejudice – in particular, we will fully 

consider any bias relating to small groups and 

protected characteristics before using AI, 

monitor bias closely and correct problems 

where appropriate 

Accountability and governance • Ensure that the governing board and staff 

have clear roles and responsibilities in 

relation to the monitoring, evaluation, 

maintenance and use of AI 

Contestability and redress • Make sure that staff are empowered to 

correct and overrule AI suggestions – 

decisions should be made by the user of AI, 

not the technology 

• Allow and respond appropriately to concerns 

and complaints where AI may have caused 

error resulting in adverse consequences or 

unfair treatment 

 

4. Roles and responsibilities 

Our generative AI lead is Mr Cassem (Headteacher). They are responsible for the day-to-day leadership, 

ownership and management of AI use in the school.   

4.1 Governing board 

The governing board will: 

https://www.legislation.gov.uk/uksi/2020/1586/made
https://www.legislation.gov.uk/uksi/2020/1586/made
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.gov.uk/government/publications/ai-regulation-a-pro-innovation-approach/white-paper


 

 

 

• Take overall responsibility for monitoring this policy and holding the headteacher to account for its 

implementation in line with the school’s AI strategy 

• Ensure the Headteacher is appropriately supported to make informed decisions regarding the effective and 

ethical use of AI in the school 

• Adhere to the guidelines below to protect data when using generative AI tools: 

• Use only approved AI tools (see section 5 and appendix 1) 

• Seek advice from the data protection officer / IT / AI lead and the designated safeguarding lead, 

as appropriate 

• Check whether they are using an open or closed generative AI tool 

• Ensure there is no identifiable information included in what they put into open generative AI tools 

• Acknowledge or reference the use of generative AI in their work 

• Fact-check results to make sure the information is accurate 

4.2 Headteacher 

The headteacher will: 

• Take responsibility for the day-to-day leadership and management of AI use in the school 

• Liaise with the data protection officer (DPO) to ensure that the use of AI is in accordance with data 

protection legislation  

• Liaise with the DSL to ensure that the use of AI is in accordance with Keeping Children Safe in Education 

and the school’s child protection and safeguarding policy 

• Ensure that the guidance set out in this policy is followed by all staff 

• Review and update this AI policy as appropriate, and at least annually  

• Ensure staff are appropriately trained in the effective use and potential risks of AI 

• Make sure pupils are taught about the effective use and potential risks of AI 

• Sign off on approved uses of AI, or new AI tools, taking into account advice from the DPO, and data 

protection impact assessments 

4.3 Data protection officer (DPO) 

The data protection officer (DPO) is responsible for monitoring and advising on our compliance with data 

protection law, including in relation to the use of AI. 

Our DPO is SPS (Schools Personnel Service) DPO Service Contact details: SPS DPO Services, iSystems 

Integration, Devonshire House, 29-31 Elmfield Road, Bromley, Kent BR1 1LT   

4.4 Designated safeguarding lead (DSL) 

The DSL is responsible for monitoring and advising on our compliance with safeguarding requirements including 

in relation to the use of AI, such as: 

• Being aware of new and emerging safeguarding threats posed by AI  

• Updating and delivering staff training on AI safeguarding threats 

• Responding to safeguarding incidents in line with Keeping Children Safe in Education (KCSIE) and the 

school’s child protection and safeguarding policy 

• Understanding the filtering and monitoring systems and processes in place on school devices 



 

 

 

The school’s DSLs are Mr Cassem, Miss Warner and Mrs Rafter and are contactable via the school office. 

4.5 All staff 

All staff play a role in ensuring that pupils understand the potential benefits and risks of using AI in their 

learning. All of our staff have a responsibility to guide pupils in critically evaluating AI-generated information 

and understanding its limitations.  

Staff will receive appropriate training and support to effectively integrate authorised AI into their work 

including professional development opportunities focused on authorised AI tools and their effective integration 

into school administrative and teaching practices. Training and support will be planned as part of staff personal 

development reviews and appraisals or on an as-needed basis. Staff have a responsibility to identify any 

training, and development needs to ensure they adhere to this policy and will discuss these with their line 

manager. 

In addition to helping to reducing workload, authorised AI tools can assist staff in gathering and creating 

relevant educational resources, creating whole group or personalised lesson plans, generating extension tasks or 

scaffolded work, and identifying potential knowledge gaps. For instance, authorised AI platforms can suggest 

specific topics or learning activities. Teaching staff are permitted to use these suggestions as a starting point, 

incorporating their professional expertise to customise the lesson plans and make necessary adjustments to 

ensure individual pupil learning objectives are met. 

Any use of AI must follow the guidelines set out in this policy. 

To protect data when using generative AI tools, staff must: 

• Use only approved AI tools (see section 5 and appendix 1) 

• Seek advice from the data protection officer / IT / AI lead, as appropriate 

• Report safeguarding concerns to the DSL in line with our school’s child protection and safeguarding policy 

• Check whether they are using an open or closed generative AI tool 

• Ensure there is no identifiable information included in what they put into open generative AI tools 

• Acknowledge or reference the use of generative AI in their work 

• No unauthorised use of copyrighted material or creation of content that infringes on the intellectual 

property of others. 

• Fact-check results to make sure the information is accurate 

AI notetakers will never be used in a meeting without completing a prior Data Protection Impact Assessment 

and making all participants aware before the meeting starts. If a participant objects to the use of an AI 

notetaking app, the meeting organiser will take into account the nature of their objection and if their concerns 

cannot be overcome, the organiser will consider whether it is proportionate to continue the meeting without the 

use of AI. Although it is difficult to control the actions of external attendees at meetings organised by The 

Gateway, our staff will let attendees know upfront that they should not use AI notetakers and as the meeting 

organiser our staff will take responsibility for the taking and distribution of notes. 

4.6 Pupils 

Pupils must: 

As part of child protection and safeguarding policies and processes, the school will ensure that its pupils will 

continue to be protected from harmful content online, including that which may be produced by AI technology 

and that any authorised AI tools are assessed for appropriateness for individual pupils’ age and educational 

needs. We will ensure that staff are aware of the risks of AI which may be used to generate harmful content 

including deepfake and impersonation materials.  



 

 

 

Pupils will be [encouraged/permitted] to explore and experiment with authorised, age-appropriate AI-based 

projects, allowing them to learn how to use AI for knowledge building, problem-solving, data analysis, and 

creative expression.  

A culture of responsible AI use will be fostered through engaging pupils in conversations about data protection, 

privacy, bias, safeguarding, and the social impact of AI applications.  

Pupils will be taught not to enter personal, sensitive or confidential data into Generative AI tools [including 

their email addresses]. 

AI education will be incorporated into the curriculum to provide pupils with an understanding of AI's 

capabilities, limitations, and ethical implications. Guidance will be provided on identifying reliable and 

trustworthy AI sources and evaluating the credibility and accuracy of AI-generated information.  

Authorised AI tools and technologies will be integrated into teaching and learning activities across various 

subjects and year groups, providing pupils with hands-on experience and opportunities to develop AI literacy 

and skills. 

• Adhering to the Acceptable Use Agreement and other relevant policies. 

• Seeking help from the relevant school staff if they are concerned about an experience that they or a peer 

has experienced while using AI tools. 

• Reporting concerns in line with the school’s reporting procedure. 

• Familiarising themselves with any AI tools used by the school and the risks they pose. 

• Follow the guidelines set out in section 7 of this policy (‘Use of AI by pupils’) 

 

5. Staff and governors’ use of AI 

5.1 Approved use of AI (Appendix 1) 

The school will ensure that AI tools are used appropriately to achieve the following aims: 

• To reduce workload 

• To free up teachers’ time 

• To assist with the production of high-quality and compliant administrative plans, policies and documents 

• To support the teaching of a knowledge-rich computing curriculum 

• To teach pupils: 

­ How to use emerging technologies safely and appropriately. 

­ About the limitations, reliability and potential bias of AI tools. 

­ How information on the internet is organised and ranked. 

­ How online safety practices can protect against harmful and misleading content. 

­ To identify and use appropriate resources to support their education, including age-appropriate 

resources and preventing over-reliance on a limited number of tools or resources. 

Whilst recognising that AI tools can be used appropriately and with benefit to teaching and learning, the school 

will keep in mind that the content produced by AI tools can be: 

• Inaccurate. 

• Inappropriate. 

• Biased. 

• Taken out of context and without permission. 

• Out of date or unreliable. 



 

 

 

Where AI tools are used to produce administrative plans, policies and documents, all staff members will 

understand that the quality and content of the final document remains the professional responsibility of the 

staff member who produced it. Staff members using AI tools to create documents will not assume that AI output 

will be comparable with a human-designed document that has been developed in the specific context of the school. 

Pupils will be made aware of the importance of referencing AI tools correctly when using AI tools to produce 

work, especially if the work is for an assessment, in order to allow teachers and assessors to review how AI has 

been used and whether it was appropriate. Pupils’ references to AI sources will show the name of the AI source 

and the date that the content was generated. 

Staff members will be aware that AI tools return results based on the dataset it has been trained on – it may 

not have been trained on the national curriculum, and may not provide results that are comparable with a human-

designed resource developed in the context of the national curriculum. Staff members will be mindful of this in 

their teaching and marking of pupils’ work. 

Pupils and staff members will be reminded that using AI tools cannot replace the judgement and deep subject 

knowledge of a human expert. Staff members will stress the importance of pupils acquiring their own knowledge, 

expertise and intellectual capability rather than relying on AI tools in their work. 

The school will not allow or cause pupils’ original work to be used to train AI tools. 

5.2 Process for approval 

Staff are welcome to suggest new ways of using AI to improve pupil outcomes and reduce workload. Staff 

should contact the headteacher to discuss any ideas they may have with regards to using AI, so the 

headteacher can take the suggestions forward if they deem it to be a satisfactory new method of working.  

The headteacher is responsible for signing off on approved uses of AI, or new AI tools, taking into account 

advice from the DPO and data protection impact assessments.  

5.3 Data protection and privacy 

To ensure that personal and sensitive data remains secure, no one will be permitted to enter such data into 

unauthorised generative AI tools or chatbots. 

If personal and/or sensitive data is entered into an unauthorised generative AI tool, The Gateway Primary 

Academy will treat this as a data breach and will follow the personal data breach procedure outlined in our data 

protection policy. Please also refer to section 10 of this policy.   

5.4 Intellectual property 

Most generative AI tools use inputs submitted by users to train and refine their models. 

Pupils own the intellectual property (IP) rights to original content they create. This is likely to include anything 

that shows working out or is beyond multiple choice questions.  

Pupils’ work must not be used by staff to train generative AI models without appropriate consent or exemption 

to copyright.  

Exemptions to copyright are limited – we will seek legal advice if we are unsure as to whether we are acting 

within the law. 

5.5 Bias 



 

 

 

We are aware that AI tools can perpetuate existing biases, particularly towards protected characteristics 

including sex, race and disability. For this reason, critical thought must be applied to all outputs of authorised 

AI applications. This means fact and sense-checking the output.  

We will ensure we can identify and rectify bias or error by training staff in this area. 

We also regularly review our use of AI to identify and correct any biases that may arise. 

If parents/carers or pupils have any concerns or complaints about potential unfair treatment or other negative 

outcomes as a consequence of AI use, these will be dealt with through our usual complaints procedure. 

5.6 Raising concerns 

We encourage staff and governors to speak to the headteacher in the first instance if they have any concerns 

about a proposed use of AI, or the use of AI that may have resulted in errors that lead to adverse 

consequences or unfair treatment. 

Safeguarding concerns arising from the use of generative AI must be reported immediately to the DSL in 

accordance with our school’s child protection and safeguarding policy. 

5.7 Ethical and responsible use 

We will always: 

• Use generative AI tools ethically and responsibly  

• Remember the principles set out in our school’s equality policy when using generative AI tools  

• Consider whether the tool has real-time internet access, or access to information up to a certain point in 

time, as this may impact the accuracy of the output  

• Fact and sense-check the output before relying on it  

Staff and governors must not:  

• Generate content to impersonate, bully or harass another person  

• Generate explicit or offensive content  

• Input offensive, discriminatory or inappropriate content as a prompt  

 

6. Educating pupils about AI 

Teaching about the safe and appropriate use of AI will ensure that pupils benefit from a knowledge-rich 

curriculum which enables them to become well-informed users of technology and understand its impact on 

society. Pupils will gain strong foundational knowledge which ensures they are developing the right skills to make 

the best use of AI tools.  

The school will:  

• Prepare pupils for changing workplaces.  

• Teach pupils how to use emerging technologies, including AI tools, safely and appropriately.  

• Raise awareness of the limitations, reliability and potential bias of AI tools.  

• Help pupils to understand how information on the internet is organised and ranked.  

• Include online safety teaching in the curriculum and how to protect against harmful or misleading content.  

• Raise awareness and understanding of protecting intellectual property rights.  

• Encourage the safe and responsible use of digital content.  



 

 

 

• Teach about the impact of technology, including disruptive and enabling technologies.  

• Include teaching about how computers work, connect with each other, follow rules and process data in the 

curriculum.  

Credit the sources of references 

Teach the children to use AI responsibly for completing homework tasks. 

• Pupils will be supported to identify and use appropriate resources to support their ongoing education through 

the use of age-appropriate resources, which may include AI tools, whilst preventing over-reliance on a limited 

number of tools or resources. 

 

7. Use of AI by pupils 

We recognise that AI has many uses to help pupils learn.  

Pupils may use AI tools: 

Adapt this section based on your school’s context – for example: 

• As a research tool to help them find out about new topics and ideas 

• When specifically studying and discussing AI in schoolwork, for example in IT lessons or art homework 

about AI-generated images 

All AI-generated content must be properly attributed and appropriate for the pupils’ age and educational 

needs.  

AI may also lend itself to cheating and plagiarism. To mitigate this, pupils may not use AI tools: 

• During assessments, including internal and external assessments, and coursework 

• To write their homework or class assignments, where AI-generated text is presented as their own work 

• To complete their homework, where AI is used to answer questions set and is presented as their own work 

(for example, maths calculations) 

This list of AI misuse is not exhaustive. 

Where AI tools have been used as a source of information, pupils should reference their use of AI. The 

reference must show the name of the AI source and the date the content was generated.  

Pupils must consider what is ethical and appropriate in their use of AI and must not:  

• Generate content to impersonate, bully or harass another person  

• Generate or share explicit or offensive content, including, but not limited to, generating inappropriate or 

sexualised images of pupils  

• Input offensive, discriminatory or inappropriate content as a prompt  

 

Preventing misuse 

• The school acknowledges that misuse of AI tools can happen both accidentally and intentionally, and that 

education and awareness is key to preventing misuse. The school will consider taking the following actions to 

prevent the misuse of AI tools: 

• Restricting access to online AI tools on school devices and networks, especially on devices used for exams 

and assessments 

• Setting reasonable deadlines for submission of work and providing pupils with regular reminders 



 

 

 

• Introducing classroom activities that use the level of knowledge and understanding achieved during lessons 

to ensure the teacher is confident that pupils understand the material 

• Engaging pupils in verbal discussions about their work to ascertain that they understand it and that it reflects 

their own independent work 

• Refusing to accept work that is suspected to have been generated through misuse of AI tools without further 

investigation 

• Issuing tasks which are, wherever possible, topical, current and specific, and require the creation of content 

which is less likely to be accessible to AI models 

• Investing in educating and training staff, pupils and parents on the use of AI tools and raising awareness of 

the risks and issues that come with its use 

8. Formal assessments 

We will continue to take reasonable steps where applicable to prevent malpractice involving the use of 

generative AI in assessments. 

We will follow the latest guidance published by the Joint Council for Qualifications (JCQ) on AI use in 

assessments. 

 

Identifying misuse 

• Staff members will continue to use the skills and observation techniques already in use to assure themselves 

that pupils’ work is authentically their own when attempting to identify a misuse of AI tools. 

• When reviewing pupils’ work to ensure its authenticity, staff members will compare it against other work 

created by the pupil. Where the work is made up by writing, the staff members will make note of: 

• Spelling and punctuation. 

• Grammatical usage. 

• Writing style and tone. 

• Vocabulary. 

• Complexity and coherency. 

• General understanding and working level. 

• The mode of production, i.e. whether the work was handwritten or word-processed. 

• Staff members will be aware of and look out for potential indicators of AI use, which include: 

• A default use of American spelling, currency, terms and other localisations. 

• A default use of language or vocabulary which might not appropriate to the working or qualification level. 

• Instances of incorrect or inconsistent use of first-person and third-person perspective where AI generated 

text has been left unaltered. 

• A variation in the style of language evidenced in a piece of work, if a pupil has taken specific portions of text 

from an AI tool and then amended it. 

• Content being more generic in nature. 

• The inadvertent inclusion of warnings or provisos produced by AI tools to highlight the limits of its ability or 

the hypothetical nature of its output. 

• Staff members will remain aware that AI tools can be instructed to employ different languages and levels of 

proficiency when generating content, and some are able to produce quotations and references. 

https://www.jcq.org.uk/exams-office/malpractice/artificial-intelligence/
https://www.jcq.org.uk/exams-office/malpractice/artificial-intelligence/


 

 

 

 

9. Staff training 

As part of the school’s commitment to the responsible and effective use of artificial intelligence (AI) in 

education, all staff will be equipped to engage with AI tools safely and confidently through a structured 

programme of training and development. This includes induction modules, regular updates, and integration into 

wider CPD. As part of the training offer all staff will complete the Department for Education’s Using AI in 

Education Settings video materials: 

Settings video materials:  

Module 1: Understanding AI in Education 

https://www.youtube.com/playlist?list=PLXjcCX3hH9LVVaW9rJg3j5jntV2ZifExf 

Module 2: Interacting with Generative AI in Education 

https://www.youtube.com/playlist?list=PLXjcCX3hH9LW6sSCwTFvuoyzF6e0HLabv 

Module 3: Safe Use of Generative AI in Education 

https://www.youtube.com/playlist?list=PLXjcCX3hH9LXGxWwcIxb-RFSUD5EAkQz8 

Module 4: Use Cases of Generative AI in Education 

https://www.youtube.com/playlist?list=PLXjcCX3hH9LWrGq6x_wo6HSsuR8TCX66a 

After completing all four training modules and reading this AI policy, staff must sign the agreement in 

appendix 3. 

These modules form the foundation of the schools AI training programme. AI will also be embedded across 

CPD opportunities, complementing online safety and safeguarding training to reinforce ethical and secure 

practice. Annual refresher training will cover AI ethics, responsible conduct, and data protection, ensuring 

compliance with evolving standards. In addition, sector developments and emerging best practices will be 

monitored and shared through internal communications, workshops, and collaborative learning sessions. This 

ensures staff remain up to date, supported in their professional growth, and confident in applying AI 

appropriately within educational settings. 

 

10. Referral to our child protection and safeguarding policy 

The school is aware that the use of generative AI may in some circumstances lead to safeguarding concerns 

including, but not limited to: 

•  Sexual grooming 

•  Sexual harassment 

•  Sexual extortion 

•  Child sexual abuse/exploitation material 

•  Harmful content 

•  Harmful advertisements and promotions 

•  Bullying 

Where there are safeguarding concerns arising from the use of generative AI, a report must be made to the 

DSL immediately.  

Any such incident will be dealt with according to the procedures set out in the school’s child protection and 

safeguarding policy and child protection referral process. 

Data protection and cyber-security 

https://www.youtube.com/playlist?list=PLXjcCX3hH9LVVaW9rJg3j5jntV2ZifExf
https://www.youtube.com/playlist?list=PLXjcCX3hH9LW6sSCwTFvuoyzF6e0HLabv
https://www.youtube.com/playlist?list=PLXjcCX3hH9LXGxWwcIxb-RFSUD5EAkQz8
https://www.youtube.com/playlist?list=PLXjcCX3hH9LWrGq6x_wo6HSsuR8TCX66a


 

 

 

The school is aware of the data privacy and cyber-security implications that come with using generative AI tools 

and will ensure that all AI tools are used in line with the school’s Data Protection Policy and Cyber-security Policy. 

The school will follow the procedures in these policies to continue to protect pupils from harmful online content 

that could be produced by AI tools. 

The school will not enter data that is classed as personal and sensitive into public AI tools under any 

circumstances. Any data entered will not be identifiable and will be considered released to the internet. 

All staff will apply their best judgement and common sense to manage cyber-security risks effectively and ensure 

that the DfE’s cyber standards are followed at all times. 

The school will: 

• Protect personal and special category data in accordance with data protection legislation. 

• Not allow or cause intellectual property, including pupils’ work, to be used to train generative AI models, 

without appropriate consent or exemption to copyright. 

• Review and strengthen cyber security by referring to the DfE’s cyber standards. 

• Be mindful that generative AI could increase the sophistication and credibility of cyber attacks. 

• Ensure that pupils are not accessing or creating harmful or inappropriate content online, including through 

AI tools. 

• Refer to the DfE’s Filtering and monitoring standards for schools and colleges to ensure that the 

appropriate systems are in place.  

• Be mindful of the data privacy implications when using AI tools and will take steps to ensure that personal 

and special category data is protected in accordance with data protection legislation. 

If it is necessary to use personal and special category data in AI tools, the school will ensure that the tools 

comply with data protection legislation and existing privacy policies to protect the data. 

The school will be open and transparent whilst ensuring that data subjects understand their personal or special 

category data is being processed using AI tools. 

 

11. Breach of this policy 

11.1 By staff 

Breach of this policy by staff will be dealt with in line with our staff code of conduct. 

Where disciplinary action is appropriate, it may be taken whether the breach occurs:  

• During or outside of working hours 

• On an individual’s own device or a school device 

• At home, at school or from a remote working location 

Staff members will be required to co-operate with any investigation into a suspected breach of this policy. This 

may involve providing us with access to:  

• The generative AI application in question (whether or not it is one authorised by the school)  

• Any relevant passwords or login details  

https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges


 

 

 

You must report any breach of this policy, either by you or by another member of staff, to the headteacher 

immediately.   

11.2 By governors 

Governors found in breach of this policy will contact the Chair of Governors and the Schools DPO at Invicta 

Law. 

A breach occurs when any governor fails to comply with the established AI policy. Specific examples of 

breaches include:  

• Data Protection Violations: Entering personal or sensitive data about pupils, staff, or parents into 

public-facing AI tools (e.g.,ChatGPT). 

• Unauthorised Tools: Using AI tools that have not been approved by the school or trust. 

• Misrepresentation: Using AI to misrepresent the school. 

• Neglect of Duty: Failing to review AI-generated content for accuracy or appropriateness before 

publication.  

 

11.3 By pupils 

Any breach of this policy by a pupil will be dealt with in line with our behaviour policy. 

https://primarysite-prod-sorted.s3.amazonaws.com/gateway/UploadedDocument/376f8cc9-8eb6-4b33-850d-

b76f713942c1/behaviour-policy-reviewed-june-2025.pdf 

 

 

12. Monitoring and transparency 

AI technology, and the benefits, risks and harms related to it, evolves and changes rapidly. Consequently, this 

policy is a live document that must be kept updated by SLT and DSL’s whenever there is a significant change to 

either AI use by the school or the associated risks of AI usage.  

This policy will also be regularly reviewed and updated to align with emerging best practices, technological 

advancements and changes in regulations. 

The policy will be shared with the full governing board at least annually. 

All teaching staff are expected to read and follow this policy. SLT responsible for ensuring that the policy is 

followed. 

SLT will monitor the effectiveness of AI usage across the school. 

We will ensure we keep members of the school community up to date on the use of AI technologies for 

educational purposes. As part of our regular surveys, feedback from pupils, parents/carers and staff will be 

considered in the ongoing evaluation and development of AI use in school. 

 

13. Links with other policies 

This AI policy is linked to our: 

• Data protection policy 

https://primarysite-prod-sorted.s3.amazonaws.com/gateway/UploadedDocument/376f8cc9-8eb6-4b33-850d-b76f713942c1/behaviour-policy-reviewed-june-2025.pdf
https://primarysite-prod-sorted.s3.amazonaws.com/gateway/UploadedDocument/376f8cc9-8eb6-4b33-850d-b76f713942c1/behaviour-policy-reviewed-june-2025.pdf


 

 

 

• Safeguarding/child protection policy which contains online safety policy 

• Use of smart technology policy 

• Use of social media policy 

• Home learning policy 

• Behaviour policy 

• Staff code of conduct 

• Marking and feedback policy 

• ICT acceptable use policy 

• Equality policy 

  



 

 

 

Appendix 1: Approved uses of AI tools (table) 

 

Note that open-source AI tools / open AI tools, meaning tools that anyone can access and modify, should only 

be used for tasks that don’t require personal information to be input.   

APPROVED AI 

TOOLS 

APPROVED FOR TYPE APPROVED USES 

KeyGPT 

 

 

Staff / Governors closed • Template letter to parents/cares 

• Template job descriptions and adverts 

• Interview questions 

Oak Academy AI 

lesson planner 

(Aila) 

Staff closed • Lesson ideas and planning 

• Slides 

• Quizzes 

• Worksheets 

ChatGTP Staff/Governors Closed / open • Lesson ideas and planning 

• Powerpoint creator 

• Template letter to parents /carers 

• Template job descriptions and 

adverts 

• Interview questions 

• Summarise documents in the public 

domain 

• Writing examples 

Microsoft CoPilot Staff/ Governors Closed • Chatbot 

• Lesson ideas and planning 

• PowerPoint creator 

• Template letter to parents /carers 

• Template job descriptions and 

adverts 

• Interview questions 

• Summarise documents in the public 

domain 

• Writing examples 

• Admin tasks 

Teach Mate Staff Open Drafting communications  

Drafting administrative documents  

Drafting presentations  

Lesson planning 

Canva Staff Closed Visual ideas tool 



 

 

 

APPROVED AI 

TOOLS 

APPROVED FOR TYPE APPROVED USES 

Brisk Staff open • Template letters 

• Lesson ideas 

• PowerPoint creator 

• Curriculum essentials, admin tasks 

Arbor (MIS) staff Closed Administrative tasks 

- Draft communication 

- Pupil data reports 

- Attendance/ absence 

Google search AI 

overview 

Staff /Governors / 

Pupils 

Open General research 

 

 

  



 

 

 

Appendix 2  

Suggest an AI tool or change of use of AI tool for approval form.  

Please complete the following form and return it to office@gateway-pri.kent.sch.uk for consideration.  

Requester name:  

Role:  

Type of request: ☐ New AI    ☐ Change of use 

AI tool name: 

 

Intended use: 

 

Justification for use: 

 

Expected benefits: 

 

Have you reviewed the Data Protection Impact? If required, do you have the DPIA: 

Have you identified any risks associated with this AI, if so what are the risks and how are they remediated: 

Date 

Signature 

 

 

  



 

 

 

• Appendix 3 

Risk Assessment Matrix 

The matrix considers potential risks across various domains, including data protection, ethical considerations, and operational integrity. 

There is a particular focus on safeguarding and wellbeing issues, highlighting potential risks to student welfare and offers strategies to 

mitigate these risks effectively. R 

Risk Area Risk Description 
Likelihood 

(Low/Med/High) 

Impact 

(Low/Med/High) 

Risk Level 

(Low/Med/High) 
Mitigation Measures 

Data Protection 

and Privacy 

Breaches 

Unauthorised access to 

sensitive data or 

personal information, 

leading to safeguarding 

concerns and commercial 

risk.  

L H L 

Implement strong 

encryption, regular audits, 

and GDPR-compliant data 

management policies and 

conduct regular privacy 

audits. 

Cyberbullying 

Increased potential for 

bullying through AI-

mediated communication 

tools. 

M M L 

Monitor AI communication 

tools, implement clear 

reporting mechanisms, and 

provide student support. 

Over-reliance on 

AI 

Over-reliance on AI 

tools reducing 

interpersonal 

interactions among 

students. Reduction in 

teacher autonomy and 

critical decision-making 

by overusing AI tools. 

M M L 

Encourage collaborative 

learning activities and 

balance AI use with social 

engagement. Define clear 

boundaries for AI use and 

regularly review its impact 

on pedagogy. 

Emotional 

Manipulation 

AI systems 

unintentionally affecting 

student mental health 

through curated content. 

M H L 

Monitor AI-generated 

content, involve mental 

health professionals, and 

promote media literacy. 

Inappropriate 

Content or 

Conduct 

AI exposing learners to 

harmful or unsuitable 

materials / behaviour  
M H L 

Conduct rigorous testing of 

AI tools, apply effective 

filtering and monitoring and 

ensure human oversight. 

Mental Health 

Impacts 

Overuse of AI tools 

causing stress, anxiety, 

or dependency in 

learners. 

M H L 

Monitor usage patterns, 

provide mental health 

resources, and set 

expectations on use of AI 

systems. 

Bias and 

Discrimination 

AI systems propagating 

biases that impact 

student wellbeing or 

inclusion. AI models 

producing discriminatory 

or biased outcomes. 

H H M 

Regularly audit AI 

algorithms for bias and 

provide inclusive media 

literacy education and 

training.  

Misuse of AI Learners using AI tools 

for harmful, unethical or 
L H L Educate learners on 

responsible and appropriate 



 

 

 

illegal purposes (e.g. 

nudification). 

AI use and establish clear 

usage policies. 

Misinformation 

Creation or spread of 

harmful or misleading 

AI-generated content. 
H H L 

Educate staff and learners 

to verify AI outputs and 

establish clear policies for 

verifying content 

authenticity. 

Digital Divide 

Inequitable access to AI 

tools among learners 

from diverse 

demographic groups. 

M M L 

Provide equitable access to 

AI resources and ensure 

alternative solutions are 

available. 

AI Ethics 

Awareness 

Lack of awareness among 

staff and learners about 

ethical implications of 

AI. 

M M L 

Provide training and 

education on AI ethics and 

its responsible usage.  

Establish an ‘Ethics in AI’ 

group. 

Data Accuracy 

AI systems generating 

inaccurate or misleading 

recommendations. 
H H M 

Regularly validate AI 

outputs and involve human 

oversight in decision-

making. 

Legal Compliance 

Non-compliance with laws 

regarding AI usage and 

learner data. 
M M L 

Understand legal 

requirements.  Conduct 

legal reviews and consult 

experts on AI-related 

regulations. 

Cyber-Security 

Increased use of AI 

tools in cyberattacks 

targeting school systems 

and data. 

H H M 

Strengthen cybersecurity 

protocols and educate staff 

and learners on safe online 

practices. 

Likelihood and Impact Definitions 

• Likelihood: The likelihood that the identified risk will occur. 

• Low: Unlikely to occur under normal circumstances. 

• Medium: Possible occurrence based on past trends or vulnerabilities. 

• High: Likely to occur without intervention. 

• Impact:  The severity of impact should the risk materialise. 

• Low: Minimal disruption with limited consequences. 

• Medium: Moderate disruption affecting key processes. 

• High: Significant disruption with severe consequences. 

  



 

 

 

Appendix 4 

Staff Use of AI Acceptable Use Agreement  
Staff (and Volunteer) Acceptable Use Policy Agreement Template has been updated to include 

references to AI. Schools will need to decide whether they also wish to use the standalone AI 

acceptable use agreement below.  

  

Artificial Intelligence (AI) and Emerging Technologies Staff (and Volunteer) Acceptable Use 

Agreement  

 

School Policy  

 

Emerging technologies, including Artificial Intelligence (AI), are increasingly integrated into 

educational settings and the lives of staff and learners. These technologies have immense potential to 

enhance creativity, promote personalized learning, and improve operational efficiency. However, their 

use also presents risks that require clear policies and practices to ensure safety, security, and ethical 

application.  

 

This acceptable use policy aims to ensure:  

• Staff and volunteers are responsible users of AI and emerging technologies, prioritising safety 

and ethical considerations.  

• School systems and users are protected from misuse or harm resulting from the use of AI.  

• Staff have a clear understanding of their responsibilities when engaging with AI and emerging 

technologies in professional and personal contexts.  

 

Acceptable Use Policy Agreement   

• I understand that I must use AI and emerging technologies responsibly to minimise the risk to the 

safety, privacy, or security of the school community and its systems. I acknowledge the potential 

of these technologies for enhancing learning and will endeavour to integrate them in a way that 

aligns with the school’s policy, ethos and values.  

 

For my professional and personal safety:  

• I understand that the school will monitor my use of AI tools and technologies.  

• I will only use AI tools and technologies for purposes authorized by the school and will ensure 

compliance with data protection laws (e.g. UK GDPR) when handling personal data.  

• I will ensure that any sensitive or personally identifiable information about staff, students, or 

parents/carers is only entered into AI systems that have explicit approval and robust security 

measures in place. 

• I will report any AI-related incidents or anomalies that could indicate misuse, bias, or harm to the 

appropriate person immediately.  

 

In my communications and actions:  



 

 

 

• I will respect copyright, intellectual property, and ethical standards when uploading content to 

prompt AI output. 

• I will critically evaluate the outputs of AI systems to avoid spreading misinformation or biased 

content and will ensure that all AI-assisted decisions are made with appropriate human oversight. 

• I will communicate professionally and responsibly when using AI systems.  

• I will ensure transparency through appropriate attribution where AI has been used. 

 

When engaging with learners:  

• I will support learners on the safe, ethical, appropriate and effective use of AI.  

• I will use AI tools to engage with learners in ways that uphold and enhance their privacy, 

wellbeing, and trust. 

 

When using the school’s systems and resources:  

• I will use AI systems in compliance with established security measures and access protocols. 

• I will ensure that any AI applications used in teaching or administration are vetted and comply 

with the school’s policies.  

• I will ensure generative AI tools are not used to impersonate others or create deceptive or 

harmful content. 

 

When handling data:  

• I will ensure compliance with the school’s data protection policies when using AI for data analysis 

or reporting.  

• I will ensure I have explicit authorisation when uploading sensitive school-related information into 

generative AI systems.  

 

Responsibility and Accountability:  

• I will use generative AI tools responsibly to create authentic and beneficial content, ensuring 

respect for individuals’ identities and well-being. 

• I understand that misuse of AI or emerging technologies could lead to disciplinary actions, 

including warnings, suspension, or referral to the appropriate authorities.  

• I acknowledge that this agreement applies to all AI-related activities within and outside of school 

premises that are connected to my professional responsibilities.  
 

 

 

 

 


